
                  for the JVM
and beyond

Hervé Boutemy

Halifax, NS, 2023-10-10



About Me

● Maven PMC Member, Attic PMC Chair

● ASF Member

● working on Software Supply Chain @ Sonatype

● SBOM: CycloneDX, SPDX

● signature: Sigstore

● Reproducible Builds for the JVM:
○ discovered in April 2016 (post-processing)

○ actively working since January 2019 (Maven built-in)

http://zlika.github.io/presentations/devoxx_fr_2016/reproducible-builds/slides_en.html


Agenda

● Reproducible Builds
○ what? why? how?

● Reproducible Builds for the JVM
○ checking against Maven Central

○ configuring for Maven, Gradle, sbt

● Quiz: to be or not to be Reproducible

● What’s next?



Reproducible Builds:
what? why? how?



input source code

builder

output binaries

rebuilder

same output binaries (bit for bit)

a set of software development practices 
that create an independently-verifiable 
path from source to binary code

https://reproducible-builds.org/ (since 2013) 

reference

reference

https://reproducible-builds.org/


Why does it matter?

● reproducible-builds.org:

“allow verification that no vulnerabilities or backdoors have been introduced during the compilation 
process”

● my own return on experience
○ you have the source, but are you really able to rebuild?

■ is it the real Git commit? is “Build successful” message sufficient?
○ are you sure nothing from your build environment leaked into output binaries?

■ found username, hostname, path to current directory, private key passphrase, …
○ permits build efficiency from build cache

● ASF policy: official source release vs convenience binaries
○ how do you audit binaries staged by release manager? “Just trust”?



How?

● reproducible-build.org:

3. users should be given a way to recreate a close enough build environment, perform the build 
process, and validate that the output matches the original build.

2.  the set of tools used to perform the build and more generally the build environment should either 
be recorded or pre-defined.

1. the build system needs to be made entirely deterministic.
For example, the current date and time must not be recorded and output always has to be written in 
the same order.



Reproducible Builds for the JVM:
2. check binaries: Maven Central

1. configure build: Maven, Gradle, sbt



Reproducible Central (started 03-2020)
https://github.com/jvm-repo-rebuild/reproducible-central 

https://github.com/jvm-repo-rebuild/reproducible-central


Reproducible Central
https://github.com/jvm-repo-rebuild/reproducible-central 

https://github.com/jvm-repo-rebuild/reproducible-central




./rebuild.sh <path/to/...>/<project>-<version>.buildspec





What If a Difference is Found?

1. Where is the difference?

2.

2. What is the difference?  https://diffoscope.org/ 

https://diffoscope.org/


What If a Difference is Found?

1. Where is the difference?

2.

2. What is the difference?  https://diffoscope.org/ 

3. Why? How to Fix?

https://diffoscope.org/


Reproducible Builds for the JVM:
2. check binaries: Maven Central

1. configure build: Maven, Gradle, sbt



Reproducible Builds for Maven (since 03-2020)

https://maven.apache.org/guides/mini/guide-reproducible-builds.html 
1. Enable Reproducible Builds:

2. Check plugins known to require upgrade: mvn artifact:check-buildplan

= https://maven.apache.org/plugins/maven-artifact-plugin/plugin-issues.html 

https://maven.apache.org/guides/mini/guide-reproducible-builds.html
https://maven.apache.org/plugins/maven-artifact-plugin/plugin-issues.html


Checking for Reproducible Builds

3. after release pushed to Maven Central:
mvn -Papache-release -Dgpg.skip clean verify artifact:compare

2. during VOTE:
mvn -Papache-release -Dgpg.skip clean verify artifact:compare
              -Dreference.repo=https://repository.apache.org/content/repositories/staging/

1. during SNAPSHOT development:
Check locally if you get the same result twice
mvn clean install
mvn clean verify artifact:compare

ideally (harder): rebuilder on a different machine, or Docker, to detect more subtle environment 
impact

https://repository.apache.org/content/repositories/staging/


Reproducible Builds for Gradle

● since Gradle 3.4

https://docs.gradle.org/current/userguide/working_with_files.html#sec:reproducible_archives 

https://docs.gradle.org/current/userguide/working_with_files.html#sec:reproducible_archives


Gradle in Reproducible Central

Need Help!



Reproducible Builds for sbt

Need Help!



Quiz:
to be or not to be Reproducible

?



#1 Reproducible or not?
??



#2 Reproducible or not?
?



#2 Reproducible or not?
?



?



#2 Reproducible or not?



#3 Reproducible or not?
?



#3 Reproducible or not?



#4 Reproducible or not?
?

PLEASE use only LTS for release



#4 Reproducible or not?
?

PLEASE use only LTS for release



What’s next?



for the JVM…
and Beyond…

● Maven:
○ make more Maven plugins produce Reproducible output

○ help more projects enable Reproducible Builds

● Gradle:
○ help more projects enable Reproducible Builds

○ improve Reproducible Central rebuilds for these

● sbt

● npm & npmjs

● pip & PyPI

● .NET & NuGet Gallery

● …



for the ASF:
please audit your binaries during VOTEs

mvn -Papache-release -Dgpg.skip clean verify artifact:compare
        -Dreference.repo=https://repository.apache.org/content/repositories/staging/

it’s ok not to be RB perfect

next time will be better



Merci
Diversity in Community is Great,

not in Binary Code


