
Improving the security 
process of an Apache project



Why?



https://research.tue.nl/en/publications/why-do-projects-join-the-apache-software-foundation
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Goals of a security process

● Collaborate as a community!

● … but deal with sensitive information responsibly



Goals of a security process
● External motivators



The Apache security process

https://www.apache.org/security/committers.html
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The Apache security process

https://www.apache.org/security/committers.html
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Airflow starting point 



Airflow in March 2023

airflow: 20 open issues, ages in days [0, 0, 3, 3, 4, 15, 16, 17, 21,
23, 23, 30, 32, 40, 70, 88, 89, 89, 154, 180]
There are 20 open issues across 1 projects
with median age 23 days
10 of those issues have CVE names



Observations

● Airflow is added to HackerOne Open Source bounty programme

● We got some really old issues (Some of them were older than 6 months)

● Little activity / discussions (not easy to track the issues)

● No knowledge to discuss about them

● A lot of similar issues (Connections)



What could be improved?

● Lack of experience and “security thinking”

● No good understanding how to map ASF process into Airflow context

● Complex “issue management” . Email is a terrible tracker

● No-one to drive it internally



What the PMC did



Team “setup”

● Limit the “security@” to only interested people

● Open up for people outside PMC / committers

○ Interested people on the way to committership

○ Individuals who work on security from the stakeholders

○ Interested security researchers

● Solving chicken-egg problem

● Committed leader to drive it



Tooling

● Github Issues are great tracking tool

● Private project with issues

● Currently a private project outside of the main repo

● Quite a bit of copy & paste (unfortunately)

● Issue templates to make sure to capture the important information

● Links for cross-navigation emails < > issues





Doing it the Apache way

● A little bit non standard and (out-of-the usual rules)

● Talking to many people and discussing in a few discussion groups

● Opening JIRA tickets to see what we can do “within the processes”

● Prototyping the tooling and team solution

● Discussed with multiple stakeholders

● [PROPOSAL] [DISCUSS] [VOTE] on documented process

● Good feedback: number of corrections, adding release managers etc.



Involving the ASF security team

● A bit non-standard process (non-committers)

● Explaining the idea

● Getting the “go, let’s try”

● Promise of cooperation (fulfilled)



What ASF security team did



What the ASF security team did

● Help drafting Security Policy

● Help drafting Airflow Security membership procedures

● Improved tooling

● Experiment!



Airflow - where we are now



Open Issues today

airflow: 9 open issues, ages in days [9, 10, 11, 28, 29, 31, 31, 32, 103]
with median age 29 days
4 of those issues have CVE names



Open Issues today (really)

airflow: 9 open issues, ages in days [9, 10, 11, 28, 29, 31, 31, 32, 103]
with median age 29 days
4 of those issues have CVE names

Invalid

Fixed in upcoming 2.7.2

Fixed in upstream project

Fixed in 2.8.0



So really:

airflow: 2 open issues, ages in days [10, 11]
with median age 10 days
1 of those issues have CVE names



Issues handled since March



Discussions

● 5 closed discussions (mostly leading to systematic improvements)

● 9 open discussions (mostly about future plans)

● Separate from devlist discussions (still archived in security@)

● Can be tracked easily as “open points” to address



Security Model (communication with users)



Explaining what each user can do



Explaining responsibilities of deployment managers



Better communication with researchers

● Explain to check the security model

● Explain how rating is determined

● Explain how the security issues are managed

● Explain how security for components of Airflow is managed separately



Disable insecure features by default



Announcing the security focus to our users (Blog)



What we’ve learned in Airflow



What worked

● Smaller, dedicated team works (and learns)

● Open communication and trust is essential

● People need to have time reserved for it

● Dedicated security researcher(s) in a team is a golden asset

● Standardizing process of handling issue is important

● Tooling is essential. Even with few issues, email is not workable for teamwork

● Leader should catalyse things (likely it helps to lead by example)

● Release managers involvement



What could be improved

● Too little details passed to release managers to announce and make released

○ Working on better templates and issue descriptions

● Too fragile copy & pasting

○ improve tooling integration

○ Github Private Issue reporting

● No access to CVE tool for everyone

○ improve the tooling integration 

● More involvement of stakeholders



Future plans

● SBOM generation (complete for 90+ airflow packages)

● Experiment with Private Github Issue Reporting

● Add tooling for preventing and detecting security fixes automatically

● Improve scanning of images to proactively detect vulnerable dependencies

● Approach VEX (Vulnerability Exchange) creation

● Preparing canned responses for security issues / obvious issues handling

● Apply to OpenSSF Badge program



What we’ve learned in ASF 
security



What we’ve learned in ASF Security

● PMCs may feel overly constrained

● Not aware of options available to them



Future plans



Future plans

● Better resources and support for projects

● Onramp for security researchers to become involved/committers

● Improve advisory effectiveness

● Scalably deal with ‘potential’ issues in dependencies

● Keep improving tooling

○ GitHub Private Vulnerability Reporting

● … we hope to hear from you!



Call for projects



Call for projects

● Take care of yourself!

● Build community

● Open up the conversation

○ Public mailinglist: security-discuss@community.apache.org
○ Slack: #security-discuss 

○ Email: security@apache.org or private@security.apache.org

● Do you want more security reports?

○ HackerOne Internet Bug Bounty program

mailto:security-discuss@community.apache.org
mailto:security@apache.org
mailto:private@security.apache.org


Q&A


